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Abstract

The United States is at a critical stage in its development in the space domain. The
successful exploitation of space has simultaneously led to an unparalleled military advantage and
an unintentional invitation to potential adversaries to develop means to deny and disrupt space
capabilities. This paper identifies the conditions leading to this position and explores the
viability of the new strategic triad as a template for space power. Consisting of offensive
capabilities; defensive capabilities; a responsive infrastructure; and brought together by a core of
situational awareness, command and control, and integrated planning, the space triad presents a
balanced approach to space power development. Recognizing the inherent interrelationship of
all operational domains, this paper discusses the space triad in the context of multiple domains
and examines cross-domain operations. Within an illustrative vignette, the space triad
demonstrates a potential to avoid or greatly diminish the impacts of a surprise attack against U.S.
space capabilities. Finally, this paper discusses the implications, near-, mid-, and far-term, of

adopting the space triad framework.



Path to a Space Triad
Space Power

The United States is at a critical stage in its development in the space domain. The
successful exploitation of space has simultaneously led to an unparalleled military advantage and
an unintentional invitation to potential adversaries to develop means to deny and disrupt space
capabilities. The nation’s space power is the total strength of capabilities to conduct and
influence activities to, in, through, and from space to achieve national objectives.! Space power
is an increasingly critical factor shaping U.S. security and America’s way of life. Unfortunately,
a combination of external threats and internal challenges are besieging U.S. space power. The
U.S. must adopt a comprehensive strategy to deal with these diverse challenges.

The concept of space power is closely linked to the concepts of space control and space
superiority. “Space control operations provide freedom of action in space for friendly forces
while, when directed, denying it to an adversary, and include the broad aspect of protection of
U.S. and U.S. allied space systems and negation of adversary space systems.”* Space superiority
is, therefore, the requisite degree of control over an adversary’s space capabilities to ensure U.S.
and allied forces can conduct and influence activities across the space domain.®

Space power is not only an enabler and force multiplier, requiring integrations throughout
joint operations; but, can also be decisive by itself.* The intent of this paper is not to prescribe a
handful of systems to resolve the nation’s challenges in space. Rather, the objective is to identify
needed families of capabilities and conceptually describe how those families should interact with
one another, with other military capabilities, and within the suite of national power instruments,
to preserve the U.S. advantage in space. A triad approach, consisting of offensive, defensive,
responsive infrastructure capabilities tied together by situational awareness, command and

control (C2), and integrated planning, is the best approach to space power and the only way to
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assure U.S. space advantage in future crises. Before proceeding with a discussion of the space
triad, it is important to understand the historic characterizations of the space domain, the utility
derived from it, and the challenges facing U.S. space power.

Sanctuary or Control?

“If liberty and freedom are to remain in the Earth, the United States and its allies must be in a
position to control space.” — General Thomas D. White, USAF Chief of Staff, 1958

General White’s statement and associated discussion of space control and the need to
consolidate space power development are striking in two regards. First, they are remarkable in
their insight and foresight about the nature of space power and the criticality of the space
domain. Second, and most regrettably, they highlight the realization that little has changed in the
understanding and thought about space power in nearly fifty years. At the dawn of the space
age, some, including General White, recognized space as a domain, similar to the air and
maritime domains. This realization led many to see a need for space control, just as the United
States could gain control of the air or maritime domains in a time of conflict. This control
doctrine would create the abilities to assure freedom of action in space and to deny that same
freedom to adversaries. President Eisenhower, however, directed a sanctuary doctrine.®

The desire to preserve space as a sanctuary largely stemmed from the need to have
unrestricted means to monitor Soviet nuclear activities, thus reducing the fears and uncertainty of
the Cold War. The sanctuary doctrine became the concept governing space development in the
1950s, 60s, and 70s. As a result, space activities largely fell into two camps: classified military
programs and visible civil activities. In fact, President Eisenhower decided to create the National
Aeronautics and Space Administration (NASA), separate from the Department of Defense
(DOD), in part to preserve the sanctuary doctrine. Despite the development of anti-satellite

weapons by both the United States and Soviet Union and the threat of the Soviet development of
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a fractional orbiting bombardment capability, the sanctuary doctrine was the overriding principle
until the 1980s.” For over two decades, the sanctuary doctrine provided a sound foundation
allowing unimpeded monitoring of Soviet and American nuclear arsenals and thus maintained a
stable, albeit tense, status quo.

In 1983, President Reagan proposed a shift from the existing doctrine to the development
of missile defenses, including capabilities in space. This reinvigorated the space control versus
space sanctuary debate for two reasons. First, orbiting missile defense capabilities might require
protection to ensure they were viable to destroy incoming ballistic missiles. Second, orbiting
missile defense systems would provide an inherent anti-satellite capability. While the United
States hasn’t fielded space-based missile defenses, other realities illustrate the need to supplant
the sanctuary doctrine with a space control doctrine.?

In the 1980’s, the establishment of Air Force Space Command (AFSPC) signified the
emerging military utility of space systems beyond supporting purely national-level activities.
This helped highlight the need to preserve future access to space and, if needed, deny the same
access to adversaries. Before the standup of AFSPC, Air Force Systems Command developed,
acquired, and operated the majority of all U.S. military satellites. The shift to the more
“operations-oriented” AFSPC separated the development and acquisition of space systems from
operations and helped focus space capabilities to support military operations vice strictly
supporting national-level objectives.” This paid dividends during the 1991 Persian Gulf War,
referred to by many as the first space war.

U.S. ground forces used GPS (Global Positioning System) satellite data to easily

navigate the nearly featureless desert landscape and even at night. DMSP

(Defense Meteorological Satellite Program) weather satellites provided vital data

on sandstorms, surface winds and other conditions that affected our troops and air

operations. DSP (Defense Support Program) early warning satellites provided the

essential first warning of Iragi Scud missile attacks on coalition bases and Saudi
and Israeli cities. Although delivered via an ad hoc reporting arrangement, this
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vital “heads up’ assisted U.S. Patriot missile batteries in engaging many incoming
Scuds. The Gulf War then was the first major conflict in which the American
military heavily relied on support from space systems. ™
The result of the United States’ successful space exploitation during Desert Storm brought about
an intense interest in furthering space capabilities and their utility to combat operations and daily

life.

Utility of Space

After the Gulf War, the utility of space capabilities to military operations continued to
grow. Today, space capabilities enable modern warfare, through the reach-back capabilities
offered by satellite communications, precision engagement and navigation enabled by GPS, the
ability to control unmanned air vehicles from halfway around the world, the availability of high
resolution imagery anywhere on the planet, real-time monitoring of location of friendly forces,
vital support to combat search and rescue, etc. Additionally, the civilian sector increased its
exploitation of space.

Beyond the military advantages of space are the day-to-day, often unseen or overlooked,
benefits of space enjoyed by the nation and the world. For example, satellite communication and
the timing signal of GPS enable global electronic financial transactions. The reliance on space
has led some to call space an economic center of gravity or even an economic Achilles Heel !
Further, space itself has become a boom industry for the nation; with commercial satellite
imagery; satellite communication, television, and radio; GPS user equipment; and the newest
space industry to emerge, space tourism. These facts are critical considerations as the nation

moves forward to develop its space power. Naturally, potential adversaries have watched and

taken note of the U.S.’s exploitation and growing dependence on space capabilities.
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Threats to Space Capabilities

The intelligence community has clearly enumerated the threats to U.S. space systems. In
2005, the National Air and Space Intelligence Center published Challenges to U.S. Space
Superiority. This document identified foreign interest and development of space object
surveillance and identification; as well as technologies to attack the ground, link, and space
segments.*? In a recent Congressional Testimony, Lieutenant General Michael D. Maples,
Director of the Defense Intelligence Agency, stated that while Russia and China are the primary
states of concern, numerous other states and non-state groups are actively seeking capabilities to
counter U.S. exploitation of space.”® Recent events clearly illustrate these threats are coming to
fruition.

A few widely publicized incidents stand out. While not particularly effective, the first
adversary use of counter-space weapons in combat occurred during Operation Iraqgi Freedom.
The Iraqgi regime attempted to counter the U.S. utilization of the GPS constellation through a
series of ground-based jammers. Like their military counterparts, commercial systems are not
immune from attack. In 2003, there was an intentional jamming of two transponders of
Telstar-12, disrupting broadcasts to Europe and the Middle East. The apparent target was a
Voice of America Persia broadcast intended for Iran.* More recently, reports indicated Chinese
use of ground-based lasers to dazzle imagery satellites. Finally, 2007 began with a Chinese
demonstration of a direct ascent, kinetic kill anti-satellite (ASAT) system.” Even if a direct
confrontation with China is a slim possibility, in an age of rapid technical exchange, the U.S.
may have to face these or similar threats in future crises. In the coming years, the potential for
attacks against space systems, by state and non-state adversaries, becomes increasingly possible.

Clearly, space is no longer a sanctuary.
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Troubled Acquisition

“As | see it, our nation’s dominance in space is being challenged not so much from outside this
country but from within. In many respects, we have become our own worst enemy...The
problem, ladies and gentlemen, is not the operation of the satellite. Once it gets to space, our
satellites rarely disappoint. Rather, our greatest challenge lies in the development and building
of the satellite.” — Senator Wayne Allard, 2005

Tendencies to stovepipe space capabilities, lengthy acquisition development timelines,
and cost overruns often keep the U.S. from maximizing it’s utilization of, and advantage in, the
space domain. While similar criticisms are possible for any major defense acquisition effort, the
unique nature of space capabilities magnifies the impact of developmental difficulties.

Acquisition is particularly critical in space power discussions due to the nature of a
typical life cycle cost profile associated with space systems. As shown in Figure 1, the majority
of non-space systems costs occur after a low rate initial production (LRIP). The procurement of
additional systems after LRIP coupled with sustainment and operations causes this effect. For
space systems, however, there are very few additional systems to procure. Additionally,

sustainment and operations costs are negligible, due to the inability to service or upgrade space

assets once in orbit. This places greater emphasis on early stages of a space system’s acquisition.

Typical DoD Life Cycle Cost Curve Notional Space Life Cycle Cost Curve
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Figure 1: Life Cycle Cost Comparison*
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In 2005, the General Accountability Office (GAO) identified a cycle of pressures
resulting from starting too many space programs with insufficient funding (Figure 2).* The
GAO warned that unless the DOD implemented changes, this process would continue to plague
space acquisition. While the GAO’s assessment is accurate, space acquisitions do not occur in
isolation. In addition to the troubled acquisition process, there are also many operational and

personnel ramifications of this pressure cycle.

Too many programs
competing for funding

Costs are underestimated and
capability is overpromised;
approaches involving substantial
leaps in desired capabilities are
favored over incremental leaps

Sponsors become more
vested as more money
and time are spent;
customers cannot walk
away; few cancellations
of problematic efforts

Resulting problems
required more money
and time, increasing

competition among

programs, bad news is
suppressed

Overview of pressures resulting from beginning more programs than DoD can
afford in the long run.

Figure 2: Acquisition Pressures

As the United States military fields fewer new systems, the criticality of each operational
system increases. Based on the recognized benefit of these systems and their small number, the
proliferation of ASAT capabilities may lead potential adversaries to see these systems as
lucrative targets. Coupled with the lack of immediate replacement, this creates a precarious
protection strategy.

The desire to standout amongst the competition and capture scarce procurement dollars
leads many system developers to seek breakthrough, proprietary technologies rather than using

proven and more widely available technologies. Compounding this is the number of different
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national security organizations operating space systems, each with their own concepts and
approaches.” The resulting stovepiped systems are difficult to integrate with one another and
limit the flexibility needed to respond to dynamic situations.

Finally, the combination of increased budget pressure and lengthy development timelines
lead to a reduction in the military space professional cadre. As the 2001 Space Commission
Report identified:

The aerospace and defense industries overall have seen their appeal battered by

declining stock prices, steady layoffs, program failures and cost and schedule

overruns. Without a sufficient base of interesting, leading edge technology
programs, it is increasingly difficult for both industry and government to attract
and retain talent.?’

The shrinking pool of talent decreases the nation’s industrial base and ultimately its relative

competitiveness to other nations or to commercial space programs.

Preserving Space Capabilities

From the previous discussions, it is clear the United States must pursue avenues to ensure
space capabilities. The current national space policy follows the prophetic words of General
White, comparing the importance of freedom of action in space to earlier needs of air and sea
power. Further, recognizing this growing criticality it states:

The United States considers space capabilities -- including the ground and space

segments and supporting links -- vital to its national interests. Consistent with

this policy, the United States will: preserve its rights, capabilities, and freedom of
action in space; dissuade or deter others from either impeding those rights or
developing capabilities intended to do so; take those actions necessary to protect

its space capabilities; respond to interference; and deny, if necessary, adversaries

the use of space capabilities hostile to U.S. national interests.?

Without explicitly calling for it by name, the current space policy identifies the need for space
superiority. Critics declared this new policy, the first update in over ten years, as overly

aggressive, unilateral, and a prelude to weapons in space.? Supporters of the policy highlight

the fact that the new policy is simply a documentation of the logical evolution of existing policy
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in the context of the 21% Century. Most debate about the new policy has largely been silent since
the Chinese demonstration of ASAT capabilities, in early 2007. Even detractors of the new
policy seem to agree that there are real threats the U.S. must face in the space domain. The U.S.
objective in space is clear: the United States must preserve its ability to control space to enable
successful space exploitation in future crises.
Previous Three-Part Constructs

The U.S. advantage in space is facing significant challenges, from both outside threats
and internal struggles. The environment of change, uncertainty, and an expanded set of potential
threats which drove the United States to revise the strategic triad uniquely matches the
challenges facing the space domain. Therefore, a valid way to ensure all critical aspects of space
power are addressed is to follow the construct laid out within the new strategic triad. Previous
efforts have adopted similar models with mixed results. A clearer understanding of the new
strategic triad and previous three-part approaches to space power provide an interesting and
useful bearing.

The New Strategic Triad

When the Cold War ended, the United States found itself facing an increasingly uncertain
world of global antagonists. Gone was the certainty of the monolithic Soviet Union as an
adversary. In its place are a myriad of potential adversaries, ranging from non-state actors to a
burgeoning near-peer competitor. Gone, too, was the concept that the nuclear triad alone could
effectively deter the growing list of potential adversaries. Recognizing the need for an expanded
set of capabilities to meet the challenges facing strategic deterrence in this new environment, the
2001 Nuclear Posture Review recommended transitioning from the traditional nuclear triad of
bombers, ICBMs, and submarines to a new triad with a balance of offensive, defensive, and

infrastructure capabilities (Figure 3).%
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Figure 3: The New Strategic Triad

Offensive capabilities, once exclusively nuclear, now include capabilities to strike targets
via non-kinetic and kinetic, non-nuclear means, in addition to the traditional nuclear means.
Regardless of the strike method, precision is the principle factor. The expanded range of precise
capabilities affords the President greater flexibility to deal with the growing list of potential
scenarios.*

Realizing the threat of force alone would not deter all potential adversaries, the new triad
includes defensive capabilities as one of the legs. In the strategic triad, defensive capabilities
begin with warning and move to a combination of active and passive defenses. The objective is
to examine defense in a holistic manner to nullify an attack, with layered and integrated
capabilities, rather than a single point solution.?

The third leg of the new triad is a responsive infrastructure which requires capabilities
able to adapt emerging technologies to the changing environment. The infrastructure must be

diverse and resilient, able to deliver new and innovative capabilities as needed, rather than

10
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creating stockpiles of systems. Components within the responsive infrastructure leg include:
technology, industry, and academia.?® The underlying theme of a responsive infrastructure is to
explore innovations to prepare the U.S. for the uncertain nature of future conflicts.

Tying these three legs of the new triad together is a core of C2, planning, and intelligence
capabilities. Here, the objective of C2 is to push integrated intelligence information to those
needing it and produce rapid decision making at the appropriate level during the development
and execution of plans.?’

As a whole, the objective of the new triad is national security, in the context of multiple
and diverse potential adversaries. In a similar manner, a space triad concept can integrate and
balance the offensive and defensive capabilities traditionally considered in space power
discussions with the need for a responsive infrastructure, an area researchers and current Joint
and Air Force doctrine often overlook, or do not adequately cover, when addressing space

2829

power.

Previous Space Power Approaches

The concept of applying a three-part construct to the space domain is not a new one.
Over the years, various attempts to adopt both the nuclear triad and new strategic triad to the
issue of space have met with mixed results.

In the 1990s, Moyle applied the nuclear triad to suggest the U.S. needed a fleet of space
bombers, lasers, and space-based radars.®® This approach clearly focused on systems rather than
capabilities and did not include the balanced approach found in the new strategic triad. Further,
this approach did not address the required level of integration between space and other military
instruments.

In 2006, two efforts applied the three-part approach to the issue of space superiority.

First, Harter identified assured access to space, through spacelift, as the prerequisite for space

11
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superiority. The second segment is counterspace operations, consisting of. space situational
awareness (SSA), offensive counterspace (OCS), and defensive counterspace (DCS). Finally,
Harter emphasized the need for effective space command and control.** Fundamentally, Harter
correctly identified the components, but did not extend assured access to space beyond spacelift
and sequestered major sections, such as SSA, to a subset under counterspace operations.

Also in 2006, Jones applied the new triad to put forward a concept with OCS capabilities,
SSA capabilities, and joint warfighting space. This approach equated the infrastructure leg of the
new triad to joint warfighting space, an effort to rapidly develop and launch space capabilities
directly for a Joint Force Commander. It also deviated from the new strategic triad by replacing
the defensive leg with SSA, suggesting instead of a single leg the entire approach provided for a
defensive capability.* The inclusion of SSA correctly integrates this key aspect of space power.
Certainly, warning of attack, as found in the defensive leg of the new strategic triad, is a critical
element of SSA; however, SSA could also be linked to the intelligence capability at the center of
the new triad. Additionally, there are many unique defensive activities and capabilities
contributing which should be included in a space triad. For these reasons, a better position for
SSA is within the core activities of C2, returning defense as a leg of the triad.

These three approaches represent good attempts at laying the foundation for space power
within a three-part construct. Particularly useful points include Harter’s acknowledgment of
space superiority beginning with assured access to space and Jones’ elevation of SSA to the
appropriate level. However, each suffers from certain shortcomings. Unlike Moyle’s
system-centric approach, a conceptual framework should identify capabilities. While Harter
stresses the importance of assured access, spacelift alone is not sufficient. Assured access also
requires on-orbit operations, sustainment, and to a greater extent even acquisition, research, and

development activities. Finally, even though a space superiority framework will ultimately lead

12
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to a deterrent position, it is not the only defensive capability needed. A closer tie to the current
strategic triad is required. These issues highlight the need for a more robust and complete space
triad construct.
The Space Triad

As illustrated in the discussion of previous space power constructs, none fully captured
the essence of the strategic triad nor provided the holistic and balanced framework to address the
external and internal challenges facing the U.S. space advantage. The objective of adopting the
space triad is to possess the ability to maintain an advantage in space, thus enabling effective
combat support and operations from space. The proposed space triad represents the needed
capabilities to achieve desired effects in the space domain and in those areas directly enabling
operations in space. Like the current strategic triad, the space triad consists of the three main
sections (offense, defense, and responsive infrastructure) brought together by an integrated
situational awareness, command and control, and planning core. While the overall objectives of
each section are the same, based on the unique nature of space operations vis-a-vis strategic
deterrent operations, the components of each section differ slightly from the strategic triad.

The Space Triad in Multiple Domains

Before proceeding with an in-depth discussion of each subset of the space triad, it is vital
to discuss the interrelationship of the space domain to other military domains. The Capstone
Concept for Joint Operations (CCJO) identifies nine domains to influence a target system. The
CCJO groups these nine domains into the physical domains of air, land, sea, and space; the
virtual domains of cyber and information; and the human domains of social, moral, and
cognitive. The CCJO stresses the importance of acting from multiple domains in an integrated
and interdependent manner.> Since the human domains will depend on a particular adversary or

operation, they are beyond the scope of the general discussion associated with the space triad.

13
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Further, while all nine domains are relevant for military discussions, only the air, land, sea,
space, and cyber domains currently have concerted militarily operational efforts. Therefore,
these five domains are the focus of domain discussion related to the space triad. Three key
points are important to highlight before continuing the space triad discussion.

The first key point is that while each domain has inherent specialties, all domains provide
combat support. Therefore, some doctrinally defined space missions are simply part of a larger
set of inter-domain missions (Figure 4).>* Space force enhancement (SFE) and space force
application (SFA) missions, for example, are combat support and combat operations,
respectively. While part of the overall space power family, they are not means to assure space

power. Consequently, these mission areas are outside the scope of the space triad discussion.

Intelligence, Suveillance, and'Reconnaissance

Global Strike

Missile Defense

Figure 4. Space Missions and Domains

Second, even though all domains interact, the linkage between the space and cyber
domains is particularly acute. More than any other domain, space is dependent on the cyber
domain. Since the cyber domain encompasses the entire electromagnetic spectrum, all

information and services from space transit the cyber domain.*® Due to the extreme ranges

14
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involved in space operations, the day-to-day control of space systems must occur via the cyber
domain. Additionally, many threats to space systems are from the cyber domain, including
lasers, jamming systems, and network attacks. As the space and cyber domains evolve, this
interaction will undoubtedly also evolve. However, as an entering point for discussion, the cyber
domain is a unique domain. Therefore, many of the aspects traditionally considered space
operations are cyber operations and beyond the scope of the space triad.

Finally, while space is typically a supporting domain, when necessary, the other domains
can provide support to achieve the desired space effect. For example, a ground or cyber attack
against an adversary’s satellite control facility may achieve the desired level of space denial
without entering the space domain itself. To maximize combat utility and economy of effort it is
essential to integrate the planning, C2, and situational awareness of all domains, as identified in

Figure 5. With these points understood, a detailed discussion of the space triad is possible.

Offensive
Non-kineti

Non-kinet

Safeguards
~e
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Research &
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Figure 5: The Space Triad and Domain Interaction
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Offensive Capabilities

Within the offensive section, the goal is to possess the ability to deny an adversary the
benefits of space. Like the new strategic triad, the desire for precision pervades all aspects of
offensive capabilities. Unlike the new strategic triad, nuclear options are not applicable within
the space domain. This restriction is based on Article IV of 1967 Outer Space Treaty banning
nuclear weapons in orbit, the desire for precise effects, and the political and military
ramifications of a nuclear strike.* In short, use of nuclear weapons for a space superiority
objective would fundamentally change and escalate the nature of the operation.

In place of nuclear options are diplomatic and economic means to dissuade or hinder
others from developing or fielding space capabilities counter to U.S. interests. One example of
such an approach is the Outer Space Treaty limiting certain actions in orbit. The White House
has repeatedly stated the U.S. “will oppose the development of new legal regimes or other
restrictions that seek to prohibit or limit U.S. access to or use of space.”®’ This restraint does not
prevent the U.S. from using political and economic means entirely. For example, the United
States has recently entered agreements with private satellite providers to preclude adversary
access to space-based imagery. This option has worked in the past; however, as space
capabilities proliferate, it may become economically impractical to rely on this method. The
inclusion of economic and diplomatic capabilities highlights the need to integrate all available
capabilities and instruments of national power to achieve the desired national objectives.

Economic and diplomatic methods are practical in a long-term, deliberately planned
approach to help shape the environment of future operations. Unfortunately, crises will emerge,
requiring quicker response options. For these instances, the United States must develop both
kinetic and non-kinetic means of denial. While in a general sense, economic and diplomatic

means of space denial are non-kinetic, the distinction of who delivers a non-kinetic capability

16
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necessitates a separate sub-category. Within the space triad, non-kinetic means refers
specifically to military actions.

Military non-kinetic capabilities represent an escalation beyond the economic and
diplomatic options discussed earlier. Even with this escalation, non-kinetic means offer three
distinct advantages. First, with their escalation they can more emphatically convey national will.
Second, they offer the ability for rapid restoration of an adversary’s capabilities upon cessation
of hostilities. Finally, unlike kinetic options, non-kinetic options are capable of achieving their
desired effect without the danger of causing orbital debris.

The final subset of offensive capabilities is kinetic options and represents the highest
level of escalation and the greatest risk of suffering unintended consequences. Co-orbital and
direct ascent ASAT weapons are not reversible and will likely cause orbital debris, with
significant long-term consequences. Additionally, despite the fact that space is not a sanctuary,
kinetic options will likely be widely condemned by the international community and many
within the U.S. for the foreseeable future. Further, as multination partnerships and civilian
conglomerates continue to expand their delivery of satellite technologies, kinetic options will
become less appealing, due to the inability to avoid collateral damage. The one distinct
advantage of kinetic options is the relative ease of battle damage assessment.

Defensive Capabilities

The United States is now, and will likely remain, the nation most reliant on space
capabilities to effectively conduct military operations and sustain its way of life. As discussed
earlier, U.S. space capabilities are increasingly becoming targets by those seeking to eliminate its
advantage in space. Additionally, the operating environment of space is inherently dangerous
and becomes more dangerous as the level of manmade space debris increases. For these reasons,

the United States must devote considerable attention to defending and protecting its space
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capabilities. This defense not only provides security for specific platforms, but more importantly
for the type of capability provided from space and the U.S.’s assured access to key regions of
space, what Klein calls celestial lines of communication. These celestial lines of
communications are points commonly used or transited including low earth orbit,
geosynchronous orbit, and the Lagrange points.®

Two factors characterize the types of defensive options: the timing and the focus of the
action taken. As illustrated in Figure 6, the level of available warning and timing of an attack or

incident characterizes the level of threat. The three levels of timing are ambiguous warning,

unambiguous warning, and post
attack/incident. The focus of action can External Preempt ESSUPPress
2]
. . . ]
either be internal to U.S. and friendly S gherd
capabilities or external and focused on Internal (" Festog
iminishi i N A A J
diminishing the effectiveness and/or N v v
Ambiggous Unambiguous Post_Attack/
duration of the adversary’s attack or Warning Warning - Incident
Timing
incident. During a period of ambiguous Figure 6: Defensive Options

warning, the U.S. must seek safeguarding measures to assure successful delivery of space
derived capabilities and continued use of key space staging points. Safeguarding measures can
include a wide variety of means including, hardening, redundancy, maneuverability, etc. After
unambiguous warning is received, but before an attack or incident commences, the U.S. can
choose to preempt an adversary attack or initiate measures to avoid the attack/incident. In some
cases, this may mean implementation of safeguarding measures. Once an attack commences or
incident occurs, the U.S. can suppress the attack and take action to restore the lost or degraded

capability.®
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The combination of all defensive options affords the greatest amount of flexibility to the
nation and creates a multi-layered defensive posture. Within the context of a specific situation
certain defensive options may be less desirable than others. Given the growing uncertainty of
future conflicts and the range of potential challenges, it is only prudent to have a flexible
defensive architecture. Only through the planned development of all available defensive
capabilities will future commanders have the flexibility and ability to effectively implement the
appropriate response to a given situation. Further, the totality of defensive options creates a
formidable barrier for any would-be attackers.

Responsive Infrastructure

While the strategic triad examines technology, academia, and industry as the three
subcomponents of responsive infrastructure, the space triad focuses on capabilities.*® This
approach maintains the parallel among the main sections of the triad. While technology,
academia, and industry are all essential to a responsive space infrastructure; the focus should be
on the capabilities these entities provide or rely on. Therefore, the responsive infrastructure of
the space triad is: research and development (R&D), acquisition, and satellite launch, operation,
and sustainment.

Space systems do not simply appear and support military operations. A dynamic
combination of talented people, flexible processes, and robust products is required to obtain
access to the space domain. Scientists and engineers must research and develop required
technologies. Engineers and program managers must acquire systems and incorporate those
technologies. Finally, operators must launch, operate, and sustain the systems. These three areas
are as critical to space power as they are technically challenging. Each area is keenly interrelated
with the others, increasing the potential consequence of the many difficulties associated with the

acquisition process, identified earlier.
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R&D contributes to space power in three primary ways. First, R&D is critical to mature
technologies for later use in operational systems. New advancements must undergo a series of
tests to ensure the technology is operationally feasible and suitable for the space environment.
Second, R&D efforts can provide operational utility once the demonstration of the viability of
the technology is sufficiently complete. Research efforts, should ensure any residual capabilities
are available for post-test operational planning and use. To improve the ease of transition, the
operational community must be knowledgeable of the effort from the beginning. Overly
restrictive classification measures often prevent this. Finally, the pursuit of new technologies
can serve as a deterrent to potential adversaries or lead them to pursue avenues advantageous to
the United States. For example, consider the massive spending effort by the Soviets to counter
President Reagan’s proposed Strategic Defense Initiative during the Cold War.

Provided with proven technologies from previous R&D efforts, the acquisition
community can now produce operational systems. System planners must be mindful of the
protection concerns associated with overloading capability on a single platform and consider
smaller, single purpose platforms or systems with smaller mission sets. This will shorten
development timelines and decrease overall program costs; while simultaneously reducing the
criticality of any one satellite, thus improving the U.S. defensive posture. While the use of single
purpose systems will require extra launches, the smaller payload may enable the use of smaller,
therefore less expensive, boosters. Assuming no major breakthrough in launch technology,
putting satellites in orbit will continue to be an expensive and time consuming proposition.
However, the operational community can take steps to improve the responsiveness of these
activities.

Shifting to increased use of smaller payloads opens many options in the launch,

operations, and sustainment realm. As previously mentioned, smaller payloads will lead to the
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use of smaller boosters. These smaller boosters may allow the utilization of an expanded suite of
launch systems and bases, including the use of air and sea launch vehicles. This will decrease
the reliance on the two U.S. launch ranges, decrease time to place payloads in orbit, and make
the U.S. less susceptible to a catastrophic incident at any one launch base. Once in orbit, space
systems require operations through interoperable, net-centric satellite C2, to ensure the health,
status, anomaly resolution, and support to users.* Adopting a net-centric approach to satellite
control will enable a more rapid check-out of newly launched satellites, greater number of
contacts per day to support the increased number of payloads launched, and decrease the
significance of any single ground station. Finally, with a decreased time to launch and increased
capacity for satellite control, the prospects of launching supply, repair, and upgrade missions
increase. This will improve the flexibility of the U.S. space infrastructure. Further, this
new-found flexibility enables many of the defensive and offensive means of achieving national
and military objectives.

Situational Awareness, Command and Control, and Integrated Planning

A combination of situational awareness, C2, and integrated planning enables all space
operations. Situational awareness provides the requisite knowledge for current operations, as
well as an assessment of the projected space situation to guide research and acquisition activities.
C2 coordinates and directs available capabilities to accomplish the needed missions. Interwoven
within C2 is the need to conduct integrated planning to determine the optimum use of available
resources, regardless of domain. Again, recognizing the interrelationship of all operational
domains, these three functions must pervade and unite activities in space, cyberspace, air, land,
and sea.

SSA is a necessary, but not sufficient, facet of space power. While there may be some

inherent deterrent capability in monitoring space activities and ensuring potential adversaries are
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aware of that capability, SSA alone is not enough. Therefore, SSA must focus on enabling other
functions within the space triad. To accomplish this, SSA must provide current status and
projections of friendly, neutral, and enemy space forces, and the operational environment. This
includes the need to assess adversary intentions, in the near-, mid-, and far-term. Further, SSA
must be able to predict, identify, and attribute attacks against friendly space capabilities. Finally,
situational awareness must extend beyond the space domain and include insight into air, land,
sea, and cyber activities of potential consequence to space operations. All of this information
must be available within a user defined interface to support effective planning and C2.

Fundamentally, space C2 must translate national objectives and the Joint Force
Commander’s intent and objectives into actionable tasks, direct appropriate forces to accomplish
those tasks, and assess their effectiveness.** To accomplish these roles, the United States must
have a means to effectively connect operational units, Joint Functional Component Command
(JFCC)-Space, other JFCCs, forward headquarters, and agencies in a net-centric and
collaborative environment. With JFCC-Space serving as the central control for space activities,
networked C2 will ensure appropriate execution of space tasks around the world. This
interconnected C2 capability makes an integrated planning process with diverse cells around the
world possible.

Given the limited availability of space resources and their continued criticality to military
operations, an integrated planning process is vital to ensure maximum utility to the greatest
number of operations around the world. An integrated planning process can ensure operations in
all domains interact to achieve desired objectives and avoid costly duplication of effort, or worse,
unintentional degradation of friendly capabilities. On a global scale, this integrated planning

may see space activities simultaneously act in both supporting and supported roles. Whatever
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the role, clearly integrated situational awareness, C2, and planning capabilities are essential to
ensuring the U.S.’s space power today and into the future.
Application

While the binning of capabilities within offensive, defensive, and responsive
infrastructure sections allows for clearer discussion, it does not mean these capabilities serve a
single function. For example, robust SSA capabilities may help deter potential adversaries from
taking provocative actions the U.S. will undoubtedly monitor. Also, the capabilities of a
responsive infrastructure are instrumental in enabling the rapid restoration of lost capabilities.
The following vignette illustrates this point.

"3 While some

The 2001 Space Commission Report warned of a “Space Pearl Harbor.
think this warning was alarmist in nature, such a concept does represent the most dangerous
course of adversary action.** For that reason, it is worth investigating to determine how the
space triad might prevent or diminish the severity of such an attack. First, it is important to
understand the context, objectives, and means potentially embodied by a “Space Pearl Harbor”
attack.

Assuming conflicts will continue to be waged for terrestrial objectives, a “Space Pearl
Harbor” will likely be a prelude to an imminent terrestrial attack or a final effort by a desperate
adversary to slow or halt advancing U.S. and allied forces. If the latter is the case, the
identification of the adversary “doomsday” capabilities must be a high priority early in the
conflict, so the U.S. can take appropriate preemptive measures. While this may stress situational
awareness capabilities, it does not represent a surprise attack and is not the most dangerous of
enemy options. Therefore, the former case seems the more interesting of the two.

To effectively utilize all available options in a surprise space attack, a potential adversary

will require technical skills and staging points. Such robust capabilities are reasonably only
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available to state actors, most likely a near-peer competitor. Presumably, such an adversary will
be reliant, to some extent, on space capabilities themselves. Their logical objective would be to
nullify U.S. space capabilities, while preserving their own, as a precondition to engage in
terrestrial operations. This attack may manifest rapidly, to overwhelm the U.S. ability to
respond, or gradually, attempting to imperceptibly erode the U.S. advantage in space. In either
case, through effective use of the capabilities identified in the space triad, the United States can
prevent an adversary from achieving their desired precondition and ultimately avoid a direct
conflict.

All of the components of the space triad play a part in preserving U.S. space advantage,
thus avoiding a conflict on the adversary’s terms. First, due to robust multi-tiered defensive
options a potential adversary will have to employ a variety of techniques to attack U.S.
capabilities. Each means of attack, jamming, ground-based laser, direct ascent or co-orbital
ASAT, computer attack, etc., carries its own intelligence and preparation requirements. The
combination of preparations for a space attack coupled with the preparation for terrestrial
operations will undoubtedly raise warning flags for situational awareness to detect. With this
warning, national and military leadership can plan and coordinate a variety of response options.
Due to the adversary’s use of space, one option includes holding their capabilities at risk. Should
a determined adversary continue with their intentions, a responsive infrastructure will ensure any
degradation to U.S. space systems is short-lived and capabilities rapidly restored. The result is a
disruption in the adversary’s plan to deny U.S. space capabilities and a prevention of their
objectives.

While this short vignette represents an extreme case, certain aspects are applicable to
more likely scenarios. Certainly as ASAT technologies proliferate, future crises will contain

some level of threat to space capabilities. As this scenario illustrates, in the future conflicts,
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space will not only be an enabler for terrestrial operations, but may also be decisive in
confrontations between political wills.
Implications of the Space Triad

Analysis of the space triad and its potential role in future crises identifies several
implications for the development and sustainment of space power. Near-term implications
largely center on changing perceptions of space power, its interaction with other domains, and
how best to utilize space services. Mid-term implications focus on transforming the U.S.’s space
power approach and joint space organizational culture. Finally, far-term implications deal with
the need to solidify the transformation through organizational change.
Near Term

Immediate implications deal with the U.S.’s, especially the DOD’s, perceptions of the
cyber domain, space-derived services, and openness of space power capabilities. These
perceptions unintentionally lead to inefficiencies and barriers to the full exploitation of space.

The concept of cyber including everything in the electromagnetic spectrum creates a span
of authority too large to effectively manage. The DOD must responsibly pare down the
definition of cyber to allow for a realistic operational approach. With this in mind, systems
operating in other domains, whose primary function are to achieve a space effect, should be
under the same development and control as pure space systems. For these reasons, the purview
of space operations should include those cyber capabilities dedicated to achieving a space effect.
This does not mean those operations occur in isolation; they must be properly coordinated and
integrated with other domain operations, to ensure maximum effectiveness and to minimize
unintended interference.

The perception of space-provided services as special or unique ultimately limits their full

exploitation. As discussed earlier, space force enhancement and space force application missions
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are actually subsets of larger cross-domain operations. Views to the contrary support the
development of stovepiped systems, making effective integration more difficult. The space
community must recognize this fact to develop new systems and integrate capabilities
accordingly.

Underpinning these misperceptions is a lack of openness about space capabilities.
Internally, this lack of transparency hinders integration of capabilities and prevents adequate
planning to maximize effectiveness and minimize limitations. Externally, it leads potential
adversaries to misperceive U.S. capabilities and intentions. While this may be advantageous in
some respects, it ultimately degrades a deterrent strategy. The lack of transparency appears to
stem from the two space sectors created by the space sanctuary doctrine. With the end of the
Cold War and of the sanctuary doctrine, it is time to set aside previous views and adopt a more
open approach.

Mid Term

The United States must move to transform its approach to space power. This
transformation centers on the space infrastructure and organizational culture of the joint space
professional cadre.

Greater emphasis is required in the R&D sector to mature technologies, prior to their
infusion into space systems. Integral to the use of responsive boosters is a shift in the spacelift
portfolio to include increased use of smaller payloads. This balanced approach will enable a
larger variety of launch options, including emerging commercial capabilities. This shift of
approaches will take time to fully implement, but efforts such as Tac-Sat and Operationally
Responsive Space are already leading the way.

Cultural transformation is needed to increase the integration of acquisition and operation

professionals and the level of jointness in space power development. The space triad illustrates

26



AU/ACSC/2926/AY 2007

the acute relationship between space operations and acquisition. As a result of the Space
Commission Report, Air Force space acquisition is part of Air Force Space Command, which is
also responsible for operations. Further, space acquisition personnel are part of the growing
space professional cadre, able to wear the space badge and compete for command of operational
squadrons. However, until an integrated career path for scientists, engineers, and space operators
exists, there will be cultural barriers to the development of space power. To a lesser extent
cultural artifacts such as uniforms and specialty codes, must also reflect a unified approach.*®
Finally, space professionals must embody a joint philosophy and outlook. Cultural parochialism
must give way to reflect the interdependent reality of space operations. This must occur in all
areas of the space triad to ensure capabilities are developed, fielded, operated, planned, defended,
and implemented in a joint manner.
Far Term

Enabled by accurate perceptions of space power and the establishment of a truly joint
space culture, a new organizational approach is the final step to realize the full potential of the
space triad approach. As noted earlier, the inception of NASA, parallel to the military’s space
efforts, was in large part due to the desire to make space a sanctuary. Understanding space is no
longer a safe haven, coupled with the need to be fiscally sound, the issue of organizational
change rises. Beyond NASA and the DOD, the myriad of agencies and organizations involved
in space power conflicts with the concept of centralized control and creates organizational
inefficiencies. While one single organization may be counter productive, some level of
consolidation is warranted. A new organizational approach can streamline the space
infrastructure, facilitate greater information sharing, provide robust defenses for all U.S. space
activities, and integrate offensive space capabilities to enable effective and efficient exploitation

of the space domain.
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Conclusion

Space is critical to the United States. This reality dictates fervent pursuit of ways and
means to assure operational access to the space domain. This paper illustrates the level of
interaction and complexity inherent in the development of space power. Given the increasingly
critical role space, the U.S. cannot afford to delay action in dealing with the combination of
external threats and internal challenges facing its space power. In a world of scarce resources
and growing competition, the United States needs a single, joint approach to guide current
operations and future space power development. This paper has clearly shown the space triad
should be that approach.

Only through the space triad construct can the U.S. fully address all the critical factors
associated with space power. Offensive capabilities are essential to shape the future operational
environment and deny the advantages of space to future adversaries. The increasing reliance on
space by the DOD and nation at large necessitates robust and multi-layered defensive
capabilities. A responsive infrastructure is required to overcome acquisition difficulties and
increase the flexibility of U.S. space power to meet unforeseen challenges. Finally, an integrated
core of cross-domain situational awareness, C2, and planning is critical to completely leverage
all military and national capabilities to achieve the desired space power effects. Adopting the
space triad will require many changes.

To fully implement the space triad, the U.S. must alter its approach to space power. First,
perceptions about the role of space and the development of space power must change. The DOD
must recognize the critical importance of cross-domain capabilities and develop an integrated
approach to space operations. To accomplish this, the U.S. will need to recognize intricate
linkage between space R&D, acquisitions, and operations. The U.S. should adopt a more

balanced approach to its spacelift capabilities. Small payloads and responsive boosters are an
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essential element of future U.S. space efforts. As the U.S. moves ahead, it must understand that
space is not only a force enhancer, but is also increasingly capable of a decisive role in future
crises. Ultimately, the U.S. government must reorganize its space efforts to fully exploit the
synergies from the increasing number of current space activities and pave the way for future
space enterprises. If the United States is to maintain its preeminence in space it must adopt the

space triad.
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